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1. Asubscriberis an agency requiring information from 1. A publisher, publishers speC|f|c set of data to the subscriber.
another government institution.

Request p 4

Response

2. Currently the publisher is required to be on GINS to be able
2. Asubscriber request information based on a set of search to share data.

criteria.

3.  The publisher provides read only data to the subscriber.
3.  The subscriber can obtain the requested information

using: 4.  The datais available at run-time.
l. The InfoHighway Portal
Il.  Web service directly from it’s internal application 5.  Only data agreed between the two parties is allowed to be
[l. Extraction service in .txt format deposited on SFTP shared.
& IV.  InfoSync, transfer of data by specific to the
R .
Subscriber

e

W csaugiena

(publisher). It will in turn return individual details to
Subscriber. Details of Citizen

Specimen

Subscriber request information from CPD , Search by NID ¢
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Web service made available by
InfoHighway.
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Extract scheduled based on Data extracted in .txt format at Extracted data deposited on Subscriber
specific criteria. schedule intervals to be shared. SFTP folder.
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Compare list of records from Extracted data deposited on Subscriber

. . Subscriber specific data extracted in
Publisher & Subscriber, to send .txt format at schedule intervals to SFTP folder.

only relevant data for the
subscriber.

be shared.
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Dashboard showing
live traffic and several
important statistics at

runtime.

InfoWatch

INFOHIGHWAY

InfoHighway
Webservices

integrated in
Subscriber application
with live queries

Web Service

High volume
data transfer
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—— InfoHighway Modules
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Extraction
Module to
extract data
based on dates

Bulk
Transfer

Database
synchronization
to extract only
relevant data.

InfoHighway

Portal Web based
portal for

InfoHighway
queries.

Ty
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InfoPush

Data transfer using
push mechanism
from Publisher to

Subscriber
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Manual Data Entry

1. Several documents required.

2. Information are inputted manually
in the system.

3. Risk of errors very high.

4. The process is time consuming.
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Ingert NID Only

o 1. No need to capture citizen details, only NID is
needed.

2. Information retrieved at runtime from CPD via
InfoHighway.

3. Saves time and risk of errors minimized.
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Using Barcode Reader?

1. No manual input needed.

‘,‘\l‘
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e 2. Citizen NID captured using Bar
Code reader

3. Remaining information retrieved at
run-time from Civil Status Division.

4. Saves time and risk of errors
minimized/eliminated.
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InfoHighway Principle
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InfoHighway
Monitoring

- IP Address
- Username Password
- SSL certificate

:‘v.-“\ - ;::; ~ 0 : ;;.A {\U?]'\U?
.o - IP Address 9/5{‘- A&’T
d - Username Password /A/

- ifi -
Board of Investment SSL Certificate Tourism Authority

Subscribers Subscribers
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Dashboard Monitoring

B e+ Multi-layers security enforced

« Approval resides at several independent bodies

. Publisher has full control of their database and can
stop connection at any point in time

«  Whole setup on the GINS network

. None of the IH servers are available on the internet

IP Filtering -
Government Intranet
IP Filtering -
Data Centre
IP Filtering -
InfoHighway Network
Portal Authentication
Web Service
Authentication

+ External connections done and secured by VPN

Dedicated SSL Certificate
VPN Security (Internet)

«  Constant monitoring performed using InfoHighway
Government Intranet Network Dashboard

IH Infrastructure hosted at Government Data Centre
W 0% 0 B = tocn g “’g
Sy U A,

ogs ‘ o PRSSWORD ‘
Certificate @@. - ) J

Authority GINS Network Authentication Virtual Private Network
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How to ]om InfoHighway

o << PRIORITIES >>
o .
P .
8 2 >
S
n . . .
® g - Publisher and Subscriber meet up - MTCl review requests - Requests el i |'5t.
=8 - Agree on data to be shared - Request considered during High Level - Based_ on priority requests assigned to
- Sign the Application Form Management Meeting InfoHighway Team
é — ; ? @ (=} ?
= = e . L@ o7
> = 7
o \/
°=°_ - Subscriber required to fill - Obtain approval for network - Implement E-Services
s requirements document configuration - Test E-Services
.2 - InfoHighway request information - Configure network - Create/share credentials with
from publisher - Test connect|V|ty Subscribers
) T -
=
a
g. - Configure Iocal machine/servers - Test E-Services/Web Services on local . i .
g - Consume web service in internal OTCTE - Confirm service working as expected
@ application - Highlight any bug or issues to - Close request
InfoHighway Team

- InfoHighway to support as required
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InfoHighway is governed by a number of legislations. The InfoHighway team only acts as a bridge between
the Publisher and Subscriber.

+ The InfoHighway team has only a read-only access to the Publisher’s DB and cannot add, update or delete any
information from the Publisher’s DB

Any inconsistencies, in the data need to be reported to the Publisher
The InfoHighway does not store any data in transit
The InfoHighway does not transform or modify any data before submitting to Subscriber

The InfoHighway team can only see the data packet being shared but not the internal information shared

The InfoHighway team only shares information as per agreement signed between Publishers and Subscribers

. Computer Misuse and Cybercrime Act
. Data Protection Act (Section 28(1)(b))
. Electronic Transactions Act @
. Information and Communication Technologies Act Microsoft word
. Civil Status Act (Section 17A(2)(a) and (b)) Document
Business Registration Act (Sections 9B(1A) and
14(1A)(a) and (b))
. Immigration Act (Section 9D(5)(a) and (b))
Non-Citizens (Employment Restriction) Act
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InfoHighway InfoWatch @ G-Cloud InfoWatch Dashboard
Dashboard for February 8, 2019 - February 14, 2019

B2 Last 7 days~ @ Last Updated: 2019-02-14 09:29:32
}‘ “TSL & Publisher Status o services Status ‘ Da S h boa rd
monitoring of all E-
PR 22/22 0/22 3351335 0/335 Services.
& IH Factsheet Running Down Services running ST o Statl Stl CS Of th e
& Report Extract < number Of E'
& Monitoring Administration & Portal Login - = Transmission status -z Z Live Traffic overview - SerVICeS ava | Ia b I e
- _ #  Subscriber Count #  Extraction Client Service status F s B M T w T (=] (> ] o . ..
2 emrney - a @ * Any service down is
i . 1 B e 01 1 mpro2s MPF v v v v v " v - Success Login Failed Login Dashboard h N h I X h d
B moerow e [ N e - L o @ . © ignlig ted. _
B s R v v e e e - e e Exvacion *  Live feeds with all
request and login
M Queries per Subscriber - Publisher Downtime - = M\ Queries per Service -z A subscribers per Publisher” .
monitored.
# subs, Count Download # Publisher Downtime uptime Duration  Issue desc. # Service Count Download # Publisher #of Subs.

«  Top users and any
1 J\RMIIA 637 25.03 MB 1 DCGP 2019-02-14 04:05  2019-02-1404:17 12 (mins) 1 ECOO001 198 8.13MB 1 CPD_New
user connected can

be seen.

. Abnormal or high
number of queries
can be seen and
tracked upon.

2 [ ICAC 383 0 byte 2 Mss 2019-02-1402:45  2019-02-14 06:17 2 MRA0G8 165 3.68 MB 2 CBRD_New

3 M Eco 198 8.13MB 3 MBBRH 2019-02-1320:45  2019-02-13 20:57 3 Icco10 17 0byte 3 Mss

Connectivity Overview 4 Monthly Queries distribution

APR. 2018

13,547
In Progress

viv New .
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'n 2018 7 Approved in principle

JUL. 2018

DEC. 2018
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Jicco10 portal request by icac_sgobin @ 81
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* B
%o w All Infohighway servers

47 - B8 InfoHighway Servers Monitoring -
APPOZ - Free disk space

AFPO1 - Free Disk Space
- —— are monitored.

\\:, " " S e - :
Y/~ 77 InfoHighway Monitoring

APPO1 - Processor Load

B6%

% 00k 02D 010 06X e
WEBD1 (EXTRA) - Free disk space WEBDZ (EXTRA) - Free disk space
o Any unusual traffic is

- highlighted.

DBO1 Server Ping CPU/Memory usage can
be observed live.

et List WEBO2 Server Ping. ~ WEBO3 Server Ping ~ WEBO4 Server Ping

APPOZ Server Ping  WEBD1 Server Ping

MewPublisherAgent  Prosiem - g4
Any issues or any
machine unreachable is

omea "

WEBO3 (INTRA) - CPU Usage
o e highlighted as a

APPO1 Server Ping

WEBO3 (INTRA) - Frea disk space WEBO4 (INTRA) - Frae disk space
e T 4 s problem on the
dashboard.

BT

WEBQ3 (INTRA) - Processor Load

5 v
00:00 0400 06

) BT

== Processor load (1 min average per core)

02:00
DBO0Z - Free disk space

DBO1 - Free disk space

DBO1 - Processor Load

(] 02:00 0e4:00 06:00
o6%
WEBDS - Network Traffic

= Processer load (1 min average per core)
WEBD1 - Network Traffic

APPO1 - Network Traffic
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Port Louis

~Municipality of Port Louis
. tus Division LI F INFOHIGHWAY PUBLISHERS
~Ministry of Social Security

- Ministry of Sodial Integration Porte sur
- Corporate Business Concorvert
Registration Department

-Mauritius Police Force (TB) T ar An)
-Mauritius Revenue Authority

- Passport & Immigration Office

Bell Village
-National Transport Authority

Rose Hill
-Municipality of Beau
Bassin/Rose Hill
~Mauritius Post Limited

T

© 01T NERE £ 2017 Mot Cor
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Operational Requests E-Services per Publisher

Operational Requests Overview E-Services per Publishers

52 [ ) |

Corporate Business Division

44

Central Population Database

s

Ministry of Education

5 |

Min. of Social Integration & Economic Em

9

Ministry of Social Security

9. (I [ O [

Local Authorities

76 [] N [ O (] ) (] [

National Transport Authority

-0 0000000000 ;-
1 Mauritius Police Force (TB) D S
1 3 E

Mauritius Revenue Authority

15D
!

l_l

| Passport & Immigration Office

T
18-MAR18-APR18-MAY 18-JUN 18-JUL 18-AUG 18-SEP 18-OCT 18-NOV 18-DEC 19-JAN 19-FEB 2

. . Mauritius Post Limited
e==s=== No. of Connections === No. of E-Services
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Last Refresh: 2015/02/14 09:26:07 Next Refresh In: 04 mins 21 secs

Queries to date*

1,000,672

InfowWatch @  MNIS
30,761

*Estimate, based on data from 15™ January 2017
* Counting as of InfoHlghway Team takeover as from 21 August 2016

consecutive days of smooth
infoHighway experlence In Maurftius*

Number of data-sharing e-services that
can be used via the InfoHighway

335

87 Connections between publishers and subscribers

22 Publishing agencies
31 subscribing agencies

Q 5 most popular* queries performed in previous month

querles of Company Detalls by BRN
3,497  querles ofSMS detalls searched by DATE_CREATED
3,490  gueries ofStudent master detalls, searched by DATE_CREATED
queries of Class detalls, searched by DATE_CREATED
queries of student_Class detalls, searched by DATE_CREATED

6,407
3,490
Since January 2017 savings while using InfoHighway amounts to 1 . 4 3 year(s) of working time.
i involve

people, then use of e-services helped save 12,508.40 working hours from January 2017 to now.

2,487
via the

* Assuming that every query saves 15 minutes and 5% of queries
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